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Fortis by Sentinel is proud to partner with Thinkst Canary patiently attempt to escalate access and
to provide our customers with the latest threat detection uncover your most critical data.

and decoy tools. When deployed properly, Thinkst Canary
will lure unsuspecting attackers into areas that appear to
contain high value targets, while informing your
administrators of the suspicious or malicious activity so
they can contain and eliminate the threat.

How It Works
Thinkst Canary devices can be deployed within your environment in under five
minutes, even on the most complex networks. It emulates a variety of possible systems
down to their network signatures, so attackers can’t tell the difference.

The Thinkst Canary system is very user friendly, and operates with a “set it and forget it” approach. Simply add
“canaries” to multiple parts of your network, configure alert settings, then breathe easier knowing you’ll be
informed once a canary has been triggered.

If an attacker moves laterally within your network, an employee accesses restricted areas beyond their set
permissions, or an advanced persistent threat (APT) continues to hammer away at your defenses, they will all
interact with a properly placed Thinkst Canary so you can catch them before significant damage occurs.

Your organization doesn’'t need another security dashboard with hundreds of alerts and false positives.
Thinkst Canary remains silent until triggered. One alert, when it matters most, and an extremely low rate of
false positives.

Management and Integration

Thinkst Canary can be run independently by your IT team, or managed as part of Fortis by Sentinel’s security
portfolio. It integrates perfectly with any of our offerings, including Fortis ActiveDefense Monitoring, Security
Operations Center (SOC) services, as well as Extended Detection and Response (XDR) services. When Thinkst
Canary is managed by Fortis, your organization will be immediately notified of alerts so you can decide the
appropriate action(s) to take in response.

Benefits
e Deploys in minutes as hardware units, VMWare images, or EC2 instances
Integrates with virtually every type of environment, no matter how complex
Easy to use and manage - place the “canaries” on your network, configure settings, then wait
Minimal alerts, with very few false positives
Can be managed and/or combined with other Fortis by Sentinel security offerings

If you would like to learn more about Thinkst Canary, contact Sentinel today!
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